1. Validating an access token request
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3. Validating the certificate

iSHARE token validation

Incoming
request

Is "scope”
equal to
“iISHARE"?

Is "client_id"
an iSHARE
identifier?

Yes

s “client_assertion_type
equal to

assertion-type:jwt-bearer?

Check
“client_assertion"

Validate the certificate

("x5c" value)

equal to
“RS256"7

return

400

s the JWS signed
by the key
orresponding witl

“x5c” value?

Is "x5¢" valid
x509 certificate?

equal to “sub"
and equal to
“client_id"?

Yes

Is current time
between
‘jat" and "exp"?,

No

s™'exp" equal to
“jat" + 30 seconds
(in UNIX time
seconds)

Yes

No

Yes Is there a "jti"?
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Not POST No No No i
No 1
1
1
1

Decode the

return \ 4 \ 4 "clientﬁ\?gertion"
400 ;
1
1
1
'

"X5¢"
certificate

Is the certificate
unexpired?

return

400

Is the
certificate valid
for signing?

Get trusted list
from Scheme Owner

Is certificate
issued by iSHARE
trusted CA?

Yes

No

Request info
on party with
eori +
certificate_subject_name
at Scheme Owner

Yes

No info

returned
Info returned

Status not "valid"

Info returned
Status "valid"
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