® iSHARE:
an introduction

Getting an access token:
Certificates, JWTs and client assertions



There are four steps towards getting an
access token

1 Certificates

What is a certificate?
What is .p12 and x5c?

How does iSHARE use
certificates?

3 Client assertion

What is a client_assertion?
How does it use JWTs?

How do | create a valid
client_assertion?

JWTs

Access token

What is a JWT?
How do | create a JWT?

How do | sign it with a
certificate?

What is an access token?

How does it use a

client_assertion

How do | use access tokens?



A certificate is a digital file used for P
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integrity and authenticity SHARE

certificate
(public key infrastructure)

* Digital file that proves ownership of public key
e Certificate provides information on the owner
* Certificate is issued by a Certificate Authority

* Keys used to sign or encrypt other files

1

More info: Certificates

Cheat Sheet &
or Dev. Portal ‘%



https://dev.ishareworks.org/resources/181113iSHARE_Certificate_cheat_sheet_v1.pdf
https://dev.ishareworks.org/

A certificate consists of a public and a a2y
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private part iSHARE

certificate
(public key infrastructure)

g— —

Public part:

@»» Public key + info _
(example: .cer)
More info:

Private part:
> Private key
Cheat Sheet —L A
| i Access
or Dev. Portal ‘:'

Full certificate:
= Public + Private
(example: .p12)

1

Certificates



https://dev.ishareworks.org/resources/181113iSHARE_Certificate_cheat_sheet_v1.pdf
https://dev.ishareworks.org/

iSHARE uses PKl-certificates 5
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to verify identities iSHARE

certificate

(public key infrastructure) In general
- digital file used to sign or encrypt other files

- contains both a private key and public key
- part of public-key infrastructure (e.g. PKloverheid or elDAS)

In iSHARE
- x5c-value
- String of letters representing public part of certificate
- Used to verify signing and identity
- .pl2file containing both private and public part
- Used to sign (integrity and authenticity)
- Password protected

1

More info:
Cheat Sheet ,

' Access

or Dev. Portal : token

Certificates

4



https://dev.ishareworks.org/resources/181113iSHARE_Certificate_cheat_sheet_v1.pdf
https://dev.ishareworks.org/

A private keys signs data &5
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A public keys verifies this signature ISHARE

A
A h
Some data N Signed data
or file Sign using algorithm + private key E or file!

( for example RSA-SHA256( data, private_key ) )

N P
Signed data V Verify using algorithm + public key
or file ( for example RSA-verify( data, signature, public_key ) )
More info: : Certificates

Cheat Sheet :
n or Dev. Portal ‘%



https://dev.ishareworks.org/resources/181113iSHARE_Certificate_cheat_sheet_v1.pdf
https://dev.ishareworks.org/

JSON Web Tokens (JWTs) are base64- P
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encoded JSON objects iSHARE

A basic JWT consists of three base64-encoded strings joined together by a dot “/

INPUT OUTPUT

{
1. Header "alg": "RS256",

(JSON) ) Ttyp": "IWT"
{ .
2. Payload nnameu: II_LSHAREH’
(JSON) "iat": 1516239022
¥
3. Signature
(RSASHA256)

More info:
https://jwt.io
or Dev. Portal



https://jwt.io/
https://dev.ishareworks.org/

JSON Web Tokens (JWTs) are base64- i

ey

encoded JSON objects iSHARE

A basic JWT consists of three base64-encoded strings joined together by a dot “/

INPUT OUTPUT

{
1. Header "alg": "RS256", eyJhbGci0iJSUzIINi
(JSON) typ": "IWT" ./ TSInRScCI6TkpXVCI9
{ .
2. Payload "name": "iSHARE", ﬁ%’%‘fﬂ;}#%glgxmg
JSON "iat": 1516239022 : j
(JSON) Y .* MjMSMDIyfQ

} .
V4 z

e

/7
7 4 NgQ-hpSnPKZ7ZuobA3rkqii4b0gpL2X9UXGGe_
RSASHAZ56( g bapAUm29V_wghFBWBQE-BKjREOC_xiiXC30AAL
. base64UrlEncode(header)” EC6pIICmXqa2GL6NuyT4x7-daPzTgCDXoFMD9v
3 . S | g nature .o . AEL5aSC_vhsP1UnpvNzrepT2YNgSvIRbNBS INg
+ .+ e UTmd-rMDCwyGAmATRON6@UZSTPUHZY02Z-yMZLz
0gwjdN-9DhB_FnJALKNHL Yb9meJOd3GhaasbVQ . .
(RSASHAZSG) base64Ur'1Encode(payload) ’ jZyiqlorKL1v3ItIg3dXnca-US]ycVzQz02xT™ More info:

) UNUaxAs9UNCUEYFIEOINrXIbNpUSGN-ZBW3M7V . .
xP9ZJhS02doR0bQ1KpiWRaCB50xu8pLqitGeg htt o ://th_ io

n or Dev. Portal

private key



https://jwt.io/
https://dev.ishareworks.org/

JSON Web Tokens (JWTs) are base64- P

encoded JSON objects

e

iISHARE

A basic JWT consists of three base64-encoded strings joined together by a dot “/

1. Header
(JSON)

2. Payload
(JSON)

3. Signature
(RSASHA256)

}

INPUT OUTPUT
"alg": "RS256", _eyJhbGei0iISUzIINI™ ™
“typ": "IWT" ./ IsInR5cCI6IkpXVCI9 ,/
. . /| eyJuYW1lIjoiaVNIQV <
Jane HRE 7 JFTiwiaWFOIjoxNTE2

' ; - MjMSMDIyfQ !
RSASHAZS6( L e e

base64Ur1Encode(headec)’,

base64Ur1Enco&e(payléad),
private key @w» )

TOTAL JWT

_--eyJhbGci01JSUzIINiIsInR5cCI6IkpXVCI9

EC6pIICmXqa2GL6NuyT4x7-daPzTgCDXoFMD9v ¢
AEL5aSC_vhsP1UnpvNzrepT2YNqSvIRbNBSINg 7
UTmd-rMDCwvGdmATRON6@QUZSTPUHZY02Z-yMZLz
0gwjdN-9DhB_FnJALKNHLYb9meJ0d3GhaasbVQ
jZyiql@rKL1v3ItJg3dXnca-USJycVzQz02xTM
UNUaxAs9OUNCUEYFIEOINrXIbNpUSgN-ZBw3M7V
XP9ZJhS02doR0ObQ1KpiWRaCB50xu8plqWtGeg

+ + ’

/

..eyJuYW11IjoiaVNIQVIFIiwiaWFQ@IjoxNTE
+/ 2MjM5MDIyfQ.NgQ-hpSnPKZ7ZuobA3rkqii4b
0gpL2X9UXGGe_bapAUm29V_wghFBWBgE-BkjR
EOc_x11XC3QAAL1EC6pIICmXqa2GLO6NuyT4x7-
daPzTgCDXoFMDIOVAEL5aSC_vhsP1UnpvNzre
pT2YNgSv1RbNBSINgUTmd-rMDCwvGdmALRONG

1

¢ QUZSTPUHZY02Z-yMZLz0gw7jdN-9DhB_FnJALK

NHLYb9meJ0d3GhaasbVQjZyiqlL@rKL1v3It]

g3dXnca-U5]ycVzQz02xTMUNUaxAsOUNCUEYF

TEOINrXIbNpUSgN-ZBw3M7VxP9ZJhS02doR0b
Q1KpiWRaCB50xu8plgWtGeg

More info:
https://jwt.io
or Dev. Portal



https://jwt.io/
https://dev.ishareworks.org/

In iSHARE, client assertions are JWTs

with iSHARE specific Header and Payload

A client assertion is a JWT used to prove your identity to another party.
To do so, iISHARE prescribes a specific format for the Header and Payload of the JWT.

HEADER + “” +  PAYLOAD

{ {
"alg": "RS256", "iss": "EU.EORI.NLOQQQ@@0Q1" , *— Your EORI nr. (here: ABC Trucking’s EORI)
“typ": "JIWT”, "sub™: "EU.EORI.NLQOQQQQQQQ1" , +— Should equal “iss”
“x5c¢”: [“MIIEgTCCAmMmg.... "Jti": "df7ffc54cf148d15b@", <+ Identifier of the JIWT
(long string) "iat": 1556210430, <+— Time of issuing in seconds (UNIX time)
...... rekK18+JkAjAJU="] "nbf": 1556210430, <+— Should equal “iat”
} "exp": 1556210460, <+—— Expiry time (“iat” + 30 seconds)
/ "oud": "EU.EORI.NLOQQQQQQ@3" <= Other party’s EORI nr.
} (here: Warehouse 13’s EORI)

x5c-value of your certificate
(in this case of party ABC Trucking)

)

L)
3 Client
assertion



In iSHARE, client assertions are JWTs

with iSHARE specific Header and Payload

A client assertion is a JWT used to prove your identity to another party.
To do so, iISHARE prescribes a specific format for the Header and Payload of the JWT.

HEADER + “” + PAYLOAD —fouhesmeessy , | |ENT ASSERTION

{ { eyJhbGciOiJSUzI1NilsInR5c...
"alg": "RS256", "iss": "EU.EORI.NLO0Q0O000Q1", (very long string)
"typ": "IWT”, "sub": "EU.EORI.NLO0Q0000Q1", :
“y5c” - I:uMIIEgTCCAmmg ...... ,,jt_.L” : "d‘F?‘F‘FC54C'F148d15b®"’ ...... D2vek8KTfhmzUw2i9UG

(long string) "iat": 1556210430, D555E0yOlubzUGUEQ
...... rekK18+JkAjAJU="] "nbf": 1556210430,
} "exp": 1556210460, signed by your private key
"aud": "EU.EORI.NLOQ0Q0000?3"

(in this case of party ABC Trucking)

3 Client
assertion




iSHARE uses the client_assertion to get
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an access token from an iSHARE Party SHARE

Every iSHARE Party that exposes services has a /token endpoint,
where you can get an access token for the services it exposes.

“l am a machine from ABC Trucking.”
POST /connect/token

It is here that we use the
client_assertion (JWT)

4

Access
token



iSHARE uses the client_assertion to get

an access token from an iSHARE Party

Every iSHARE Party that exposes services has a /token endpoint,
where you can get an access token for the services it exposes.

“l am a machine from ABC Trucking.”
POST /connect/token

Y

Values in the body this request

”grant_type": “client_credentials", MUST be “client_credentials”
”scope": ”1SHARE", < MUST be "iSHARE”
’client_id": ”EU.EORI.NLOQ0O000001" , < Your EORI nr. (here: ABC Trucking’s EORI)
”client_assertion_type": “ur'n:ietf:paramszqauth : clie,r’lt ” MUST be this string
-assertion-type: jwt-bearer”,
”client_assertion": “eyJhbGci01JSUzIINiIsInRSc......

: <+——— The JWT we
(very long string) ted earli )
. ...... D2vek8KTf5SsEQy01uDzUGU-Q” il 4
13

Access
token



iSHARE uses the client_assertion to get
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an access token from an iSHARE Party SHARE

Every iSHARE Party that exposes services has a /token endpoint,
where you can get an access token for the services it exposes.

RESPONSE
access_token

Y

Values in this response (if 200 0K)

{
"access_token": "eyJhbGciOi..(long string)..ahvEQSw", +— The access token, for your further use
"expires_in": 3600 < The expiry time, in seconds
"token_type": "Bear'er' < The type of token (should be “bearer”)
3

S

Access
token
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iISHARE

1
Certificates

3 Client Access 4
assertion token
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/authorize ki

Values in the body

“grant_type": “client_credentials”,

”scope": “openid”,
“client_id": “EU.EORI.NLQO00000001”,
” t": “eyJhbGci01JSUzIINiIsInRSc.... . . [
reques ey Ebeﬁy 1§ng sz)n >¢ Signature verified by x5c from header

...... D2vek8KTf5SsEQY01uDzUGU-Q” < Si i Verified
] Ignhature verime

Objects in the JWE
eyJhbGci0iJSURELTOFFUCIsImVuYyI6IKEYNTZHQOO1 fQ.
0KOawDo13gRp20jaHV7LFpZcgV7T6DVZKTyKOMTYUmKoTCVIRgckCLOkiMT
03]GipsEdY3mx_etLbbWSrFro5kLzcSr4gKAq7YN7e9jwQRb23nfa6c9d-
StnImGyFDSv@4uVuxIp5Zms1gNxKKK2Dal14B8S4rzVR1tdYwam_1Dp5XnZA

YpQdb76FdIKLamggfwX7XWRxv23221ivDxRfgNzo_tETKzpVLzfiwQyeyPGL

BI056YJ7e0bdv@jel86@ppamavo35UgoRdbYaBcoh9QcfylQre6oc6vFWXR 3 .

Z_ZT2LawVCWTTy3brGPi 6UK1FCpIMFI f7iGdXKHzg. —» Decrypted ciphertext is JWS

ARV AL b6LISAA113h eyJhbGci01JIUzIIN1iIsInR5cCI6IkpXVCI9.
5eym8TW_c8SuK@1tJ3rpYIz0eDQz7TALvtubUGIoModvpzsItX_EFShS8iB eyJzdWIi0iIxMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGILLiwiaWF
79631 SdiwkIr3ajwQzaBtQD_A. QIjoxNTEZ2MiMSMDIVFOQ.

XFBOMYUZO0ETZOV T TTVSKY L SFLKxwRISMeKKF2QT4fwpMeJ f36P0k6yJV_adQssw5c f=—




